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CENTRAL FAX CENTER 
Amendments to the Claims p^g j 4 2005 

This Listing of Claims replaces all prior versions and listings of claims in the 
application. 

Listing of Claims: 

1 . (Currently amended) A system to facilitate substantially secure 
communication, comprising: 

a communication component operative to store an outgoing message received 
directly from an associated process, the outgoing message including a message key 
having a key value, an attribute being associated with the communication component, the 
attribute having selectable attribute conditions a Qolootabte condition that areis 
inaccessible by the associated process; and 

a filter associated with the communication component, the filter controlling 
sending the stored outgoing message from the communication component based on the 
key value of the outgoing message and one of the attribute conditions o ondition . 

2. (Original) The system of claim 1, wherein the communication component 
further comprises at least one storage device operative to store messages. 

3. (Currently Amended) The system of claim 2, wherein the at least one 
storage device further comprises at least one queue operative to store messages being sent 
by the associated process. 

4. (Currently Amended) The system of claim 3 A wherein the at least one 
queue further comprises at least two queues, one of the at least two queues being 
operative to store messages being sent by the associated process and another of the at 
least two queues being operative to store messages being sent to the associated process. 



4 

PAGE 4115 * RCVD AT 2/1412005 4:47:31 PM [Eastern Standard Time] * SVR:USPT0*EFXRF-1/5 * DN!S:8729306 * CSID:216 696 8731 * DURATION (mm-ss):04-10 



02/.14/2005 16=42 PAX 216 696 8731 AMIN, * TUROCY LLP. ®005 
Q9/ 771)734 MS155740.01/MSFTP185US 

5 (Original) The system of claim 1, wherein the message key corresponds to 
a key associated with another communication component that is associated with a desired 
destination. 

6. (Original) The system of claim 1, wherein the message key is a multi-bit 
field for storing data identifying a key associated with a destination communication 
component. 

7. (Original) The system of claim 1 , wherein the filter is operative to prevent 
sending the outgoing message from the communication component upon detecting an 
invalid message key in the outgoing message. 

8. (Currently Amended) The system of claim 7, wherein key data having a 
range of at least one key value is associated with the communication component, the key 
data being inaccessible by the associated process, the filter controlling transmission of the 
outgoing message based on the validation of the message key as a function of pneof the 
attribute cnnditionse end&ea and the range of-at least one key value. 

9. (Original) The system of claim 8, wherein the filter employs the attribute 
to define a valid range of at least one key value based on the at least one key value 
associated with the communication component, such that the filter provides different 
control in connection with a message having a message key within the valid range and a 
message having a message key outside the valid range. 

10. (Original) The system of claim 9, wherein the key data identifies a 
plurality of key values. 

11. (Original) Th© system of claim 10, wherein the filter is operative to permit 
whether a message having a message key in the valid range is sent from the 
communication component. 
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12. (Original) A system to facilitate substantially secure communication 
between at least two processes, comprising: 

a first queue operative to store a request received directly from a first of the at 
least two processes and, upon validation of the stored request, to send the stored request 
to a second of the at least two processes, the stored request including a destination 
address and a key having a key value; and 

an interface operative to validate the stored request based on the key value of the 
stored request relative to at least one predetennined key value associated with the first 
queue, the at least one key value associated with the first queue being unavailable to the 
first process. 

13. (Original) The system of claim 12, further comprising an attribute 
associated with the first queue, the attribute defining a valid range of key values based on 
the at least one key value associated with the first queue to control sending stored 
requests from the first queue. 

14. (Currently Amended) The system of claim 13, wherein the attribute has a 
selectable .mih.ite conditions eead-tiea that are* unavailable to the first process and the 
valid range of message keys varies as a function of the attribute conditionse eadteeR and 
the at least one key value associated with the first queue. 

15. (Currently Amended) The system of 44 claim 1_ wherein the at least one 
key value associated with the first queue further comprises a plurality of key values 
associated with the first queue and unavailable to the first process. 

16. (Original) The system of claim 1 4, wherein the attribute is set to have one 
of at least a first condition and a second condition. 
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17. (Currently Amended) The system of claim 16, wherein the interface is 
operative to prevent the stored request from being sent from the first queue if the attribute 
condition has the first condition and the key has a value that agrees with the at least one 
key value associated with the first queue. 

1 8. (Currently Amended) The system of claim 1 7, wherein the interface is 
operative to permit the stored request from being sent from the first queue if the attribute 
condition has the first condition and the key has a value that disagrees with the at least 
one key value associated with the first queue. 

19. (Currently Amended) The system of claim 16, wherein the interface is 
operative to prevent the stored request from being sent from the first queue if the attribute 
condition has the second condition and the key has a value that agrees with the at least 
one key value associated with the first queue. 

20. (Original) The system of claim 1 2, wherein the interface is operative to 
prevent sending the request from the first queue if the request includes an invalid key. 

21 . (Currently amended) A system to facilitate substantially secure 
communication between at least two user-level processes, comprising: 

storage means for storing an outgoing message received from a first of the at 
least two processes, the outgoing message including a message key associated with a 
destination, an attribute being associated with the storage means, the attribute having 
selectable attribute conditions unavailable to user-level processes; and 

control means for controlling sending of the stored outgoing message from the 
storage means based on the message key and one of the attribute conditions oondi ti on . 
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22. (Original) The system of claim 2 1 , further comprising validation data 
associated with the storage means and unavailable to user-level processes, the control 
means controlling sending of the outgoing message based on the validation of the 
message key as a function of the attribute and validation data. 

23. (Original) The system of claim 22, wherein the validation data comprises 
at least one key value. 

24. (Currently Amended) The system of claim 23, wherein control means is 
operative to control whether the stored message can be sent from the storage means based 
on the message key relative to a valid range of key values, which varies as a function of 
one of the attribute conditions condition and the validation data. 

25. (Original) A system to facilitate substantially secure communication 
between at least two user-level processes, comprising: 

storage means for storing a request received directly from a first of the at least 
two processes and, upon validation of the stored request, for sending the stored request to 
a second of the at least two processes, the stored request including a key having a key 
value; and 

validation means for validating the stored request based on the key value of the 
stored request relative to at least one predetermined key value associated with the storage 
means, the at least one key value associated with the storage means being unavailable to 
user-level processes. 

26. (Original) The system of claim 25, further comprising an attribute 
associated with the storage means, the attribute defining a valid range of key values based 
on the at least one key value associated with the storage means, the validation means 
controlling sending stored requests from the storage means according to the valid range 
of key values. 
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27. (Currently Amended) The system of claim 26, wherein the attribute has a 
selectable attribute conditions c ondition that area not available to user-level processes, 
the valid range of key values varying as a function of the attribute conditions c ojidition 
and the at least one key value associated with the storage means. 

28. (Currently amended) A computer-readable medium having computer- 
executable instructions for; 

storing in a storage device an outgoing message received directly from an 
associated user-level process, the outgoing message including a message key having a 
key value, an attribute being associated with the storage device, the attribute having a 
selectable attribute conditions c ondition unavailable to user-level processes; and 

controlling sending the stored outgoing message from the communication 
component based on the key value of the outgoing message and one of the attribute 
condition scondition . 



29. (Original) A computer-readable medium having computer-executable 
instructions for: 

storing a request received directly from a first of at least two user-level processes 
in a storage device; 

upon validation of the stored request, sending the stored request to a second of the 
at least two processes, the stored request including a key having a key value; and 

validating the stored request based on the key value of the stored request relative 
to at least one predetermined key value associated with the storage device, the at least one 
key value associated with the storage device being unavailable to user-level processes. 
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30. (Original) A method to facilitate substantially secure communication from 
a first user-level process in a system in which, the first process is operable to 
communicate directly with hardware, comprising: 

storing an outgoing message received directly from the first process in an 
associated storage device, the outgoing message including a message key having a key 
value; and 

controlling sending of the stored message to a second process based on the value 
of the message key relative to a predetermined at least one key value associated with the 
storage device, the at least one key value associated with the storage device being 
unavailable to the first process. 

31. (Original) The method of claim 30, further comprising associating an 
attribute with the storage device that is operable to define a valid range of key values 
based on the at least one key value associated with the storage device, and controlling 
sending of the stored message from the storage device based on the message key thereof 
and the defined valid range of key values. 

32. (Currently Amended) The method of claim 31, wherein the attribute has a 
selectable attribute conditions condition not available to the first process, the valid range 
of key values varying as a function of the attribute conditions condition and the at least 
one key value associated with the storage device. 

33. (Original) The method of claim 30, further comprising validating the 
message key relative to the at least one key value associated with the storage device, and, 
upon detecting an invalid message key, preventing the stored message from being sent 
from the storage device. 
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34. (Currently amended) A method to facilitate substantially secure 
communication from a first user-level process in a system in which the first process is 
operable to communicate directly with hardware, comprising: 

storing an outgoing message received directly from the first process in a storage 
device associated with the first process, the outgoing message including a message key 
associated with a destination, an attribute being associated with the storage device, the 
attribute having selectable attribute condition s a sclcotoblo condition being inaccessible^ 
accessible by user-level processes; and 

controlling sending of the stored outgoing message from the storage device based 
on the message key of the stored outgoing message and oneof the attribute 
conditions condition of the storage device. 
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